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Thanks for joining me today as we take a quick-fire look at how we can secure our assessment. 

My aim here is today is to share some of the things that we have learnt about secure assessment over the past few years at UQ College and to get you thinking about your current assessments. 

I plan to spend about 25 minutes talking through some slides and I’ll leave 5 minutes at the end for questions.




Outcomes

Understand the benefits of computer-based 
assessment in mitigating cheating and theft 
threats

Become familiar with locked-down browsers 
and what they do

Experience a test taken in a secure test 
environment

Reflect on how UQ College has implemented 
systems and processes to secure assessment.
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I’m going to cover a few different areas during this talk and by the end of it, I’m hoping that I can….

Outcomes
Provide you with some things to consider when planning assessments
Understand the benefits of computer-based assessment, the threats that exist,  and how we can secure our assessments
Become familiar with lockdown browsers and what they do
Experience a test taken in a secure or semi-secure test environment
Understand systems and processes that can help secure assessment.

firstly let’s look at some questions regarding assessment…. SLIDE






1. What are we assessing and why?

2. How will students be assessed? 

3. What resources are required?

4. What challenges exist? 

Assessment Considerations
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With any course, it is worth considering a few key questions to help guide decisions about assessment. These are quite broad, but the answers help guide some of our decisions

I want you to consider your own responses to these questions and then I’ll discuss them within our own context.
 
Firstly, we need to consider what we are assessing and why. Are we assessing language or content? Is our assessment high or low stakes? Is it formative or summative? 
Next, we should decide how we will assess students – exams/ assignments,  on paper/ computer, independently/in groups, invigilated/non-invigilated, 
What resources are required: for example, the level of assessment development needed/available; software; system/infrastructure; marking; staffing
And we must consider the challenges, which include test security, resourcing, preparation, and most recently how we deal with the rise of AI





AI

Assessment Considerations
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AI is arguably both an opportunity and threat when it comes to assessment. 

Teachers are finding opportunities to incorporate it into lessons and universities are grappling with policy around its use in assessments. Some higher-ed assessment tasks are asking students to critically evaluate AI generated texts. Others are allowing certain elements of AI generated information as long as cited.

However, for this presentation, I will be treating AI as a threat. Something that might interfere with a student’s ability to demonstrate authentic language samples in assessment. Therefore, many of the security measures I’ll discuss aim to mitigate that risk. 





Bridging English (BE) – our Direct Entry Program

Students: UQ pathway

Course length: 10-30 weeks of study

Formative assessment: every 5 weeks; in-class; self-study in LMS

High-stakes summative assessment: end of program

UQ College Context
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To provide some context for this presentation, I’m going to be drawing on our experience with assessment on our Bridging English program, which is our direct entry program to UQ. 

Students enrolled in this course all have package offers to study at UQ. They have met the content prerequisites, but they still need to meet ELP requirements and will study between 10-30 wks of English
Our course includes formative assessment tasks throughout the course, and a high stakes summative assessment component at the end, which provides final grades for matriculation to UQ. 

Hence, our BE assessment is proficiency-based with the outcomes aligned to the UQ ELP Admissions policy. We have benchmarked our assessments to external proficiency tests to ensure that our results clearly demonstrate student language readiness for entry into UQ programs.
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We have made the decision that all of our assessment, formative and summative, is now computer-based. 

Our decision to conduct all of our assessment online was actually made prior to Covid, but the pivot online escalated the need to do this effectively. 

Doing so was not a simple process, and involved significant planning and coordination of resources. This has been an iterative process which we’ve continued to refine into what we believe is a robust and secure computer-based testing process. 




Lack of score variation between modalities

Online exams offer various methods for mitigating cheating

Favourable ratings from students for online exams

Staff preferred online for ease of completion and logistics

Interface of test is an enabler or barrier in online exams

- Butler-Henderson & Crawford (2020)

Online (computer based) testing
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In 2020,  Kerryn Butler-Henderson and Joseph Crawford from the Uni of Tasmania conducted a systematic review of computer-based exams in which they identified key themes from 36 research papers related to online assessment.

They highlighted the following findings that support the use of computer-based assessment.

essentially, at the results end, there is little variation in scores across the two modes,. However, online testing definitely provides some nice affordances to mitigate misconduct, which is where we will focus in a moment
Students and staff in most of the studies provided very favourable ratings for the computer-based mode.  Automated scoring of selected and constructed responses was seen to expedite marking and ensure accuracy.
One thing of note was that the test UI was a influential factor in positive or negative responses. Font, layout, colour, size all had an impact on the user response.

Hence, a well designed computer-based assessment can be very effective and efficient. 
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One of the key challenges for testing organisations is maintaining test security and ensuring that effective systems are in place to prevent and deter cheating. When we factor in that we are using computers for our assessment tasks, we actually increase many of the resources students have for cheating so we must consider carefully what we can put in place to ensure students complete tasks with integrity.






Threats to score validity

9International Test Commission and Association of Test Publishers (2022), p.93
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In 2022, the International Test Commission put together some guidelines for technology-based assessment to assist test developers and administrators in how to implement fair and valid assessments. 

In this, they describe 2 types of test fraud: cheating and theft. 

Cheating threats, shown in table 8.1 here, aim to increase test scores by utilizing external assistance or via tampering with, copying or manipulating information. For example, getting an imposter to take the test on your behalf, copying answers during the test or using chat GPT to provide expert assistance.

Theft threats, in 8.2, are driven by the aim to harvest or pirate test content so that the content may be used, shared, or sold to others for monetary gain. For instance, making recordings, or screengrabs of the test, 





10International Test Commission and Association of Test Publishers (2022), p95

8.2    A testing organization should continuously analyze the 
risk of cheating and theft threats and adopt, implement, and 
maintain appropriate solutions for those threats that carry 
the highest risk.

Threats to score validity
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In the ITC’s guidelines for technology enabled test security, point 8.2 tells us that successful test security efforts rely on our awareness of these threats, evaluation of the risks, and implementation of solutions to mitigate the greatest risks. 




Prevention

Lockdown environment

Randomised questions

Inability to backtrack

Strict timings

Identity: biometrics/authentication 

Computer adaptive testing 

Mitigating Misconduct
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Stack (2015); Hylton, Levy, & Dringus (2016); Daffin Jnr, & Jones (2018)

Deterrence 
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Once we are aware of the risks, we can employ a balance of prevention and deterrence strategies; 
A number of studies highlight the following practices as helpful in mitigating misconduct:

Employing a lockdown environment tops the list and provides an effective way to prevent students accessing external sources.  For us, this is crucial so I’ll talk more about this in a moment, other prevention strategies include:
using randomised selective response Qs mitigates copying and answer key sharing
Taking away the ability to backtrack and applying strict timings within a test forces users to keep on track rather than seeking answers elsewhere
The use of biometric data, like fingerprinting, and authentication like SSO or MFA ensures test-taker identity
And computer-adaptive testing reduces overall item exposure rates




Prevention

Lockdown environment

Randomised questions

Inability to backtrack

Strict timings

Identity: biometrics/authentication 

Computer adaptive testing 

Mitigating Misconduct
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Stack (2015); Hylton, Levy, & Dringus (2016); Daffin Jnr, & Jones (2018)

Deterrence 

Proctoring/invigilation

Stiff penalties for cheating

Conduct statements

Presenter Notes
Presentation Notes

Deterrent strategies include:
Monitoring – having an invigilator or proctor present increases the certainty of detection thus providing a deterrent to cheating
Clear communication of rules and ramifications – evidence shows that having a very clear policy with stiff penalties and having students complete a conduct statement prior to assessment reduces occurrences of cheating. 

In addition to deterrence and prevention, we should also be prepared to respond to any detected breach. 



What is it?

A browser-based environment that only 
permits users to do certain actions and 
limits access to other computer functions

Examples: Safe Exam Browser, Respondus, 
ExamSoft

* A lockdown browser is not an assessment

Locked-down Browser
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Benefits

Ability to modify settings to include/exclude 
certain software or functionality

Force full screen display

Restrict users accessing non-authorized tools

Blocks multiple monitors 

Prevents content exposure 

Clears data on exit

Presenter Notes
Presentation Notes
Top of that list was the use of a Locked-down Browser … so what is it? And what can it do?

A LDB is a piece of software that can be installed to limit functionality by preventing access to certain functions – such as copy/paste, or screen recording,  
It enforces a full screen display, typically with browser features, and with restrictions on what users can access. It also forces a single display setup so the test cannot be displayed on another screen.
It is a way of securing the content so that it cannot be copied or saved. LDBs clear the cache of any data when opened and closed meaning nothing is stored on an individual computer.

It is important to note that this is not an assessment, but a forced environment in which assessment can be conducted. Tests need to be built in other software, which can then be integrated and run in the LDB.
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Considerations

Student requires administrative access to install 
(BYOD)

Requires certain technical specifications to run

May have conflicts with other software, 
especially virus protection

May have software vulnerabilities to dedicated 
hacking efforts , e.g. running in VM

Locked-down Browser

Download and install Safe Exam Browser

- Windows:
https://github.com/SafeExamBrowser/seb-
win-
refactoring/releases/download/v3.5.0/SEB
_3.5.0.544_SetupBundle.exe

- Mac:
https://github.com/SafeExamBrowser/seb-
mac/releases/tag/3.2.5

Safe Exam Browser

https://adobe.ly/3Ph23i3
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Some things to bear in mind when employing a LDB include
The need to install and run software on a device. If you have a BYOD school, clear specifications will be required for users.
The are some conflicts with software, particularly virus protection tools as these can interfere with the ability for the software to run.
Some concerns have been voiced about vulnerabilities to hacking as this is open source software. It has been possible in the past to run this on a virtual machine window although the software is much better at detecting this now and having an invigilator also provides a deterrent to these attempts.


If you’d like to try this yourself, I’ve added the links to download Safe Exam Browser, which is open source and what we use, so you can access this later. You can install this on your own PC or Mac computer. 
As mentioned before, the software by itself does not provide you with a test. In other words, if you just run SEB, you will not be able to do anything.  SLIDE

https://github.com/SafeExamBrowser/seb-win-refactoring/releases/download/v3.5.0/SEB_3.5.0.544_SetupBundle.exe
https://github.com/SafeExamBrowser/seb-mac/releases/tag/3.2.5
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We use a couple of different pieces of software to deliver the tests themselves. Both integrate with SEB. 

We use Concerto, an open-source adaptive assessment platform, which I’m not going to go into here as it requires quite a bit of work to use.  

The other platform we use is Exam.net. 




Web-based assessment platform

Includes test-builder

Free for students

Fee for institute licence

Generous 75-day trial period

Integrates with SEB; has own LDB software

Variety of security settings when deploying 
tests

Ability to resume tests/assessments

Exam.net https://exam.net/
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Exam.net is a web-based platform that allows for tests to be built and deployed. Students don’t need to register and can access a test via a unique code. 
Full institute usage requires a licence, but they have a really generous 75 day trial if you are interested and want to see what you can do. 
Exam.net offers some really neat functionality, such as the ability to set different security levels, which I’ll demo in a moment. At it’s highest level, it integrates with SEB or it’s own built-in LDB, to fully lockdown the computer environment. However, for those who want a less secure environment, or don’t want to have to install software, there are other security settings.

It also offers a resume function, which means that a test or assignment can be done in parts and can be saved and resumed as desired. Students can complete a task in parts, or if an issue occurs during a test, it can be resumed using a unique code. 

Here is a quick overview video - PLAY

https://exam.net/
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Without lockdown browser software 

Writing –key: Psm7PC

* explanation and unlock immediately security setting

Reading –key: CjHCyC

* Notify teacher; don’t lock

With SEB lockdown browser installed:

Reading –key: gmpbLg

Writing –key: 8jsATS

Sample Assessments
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I have added some examples here for those who wish to try a test. You can click on the link if you have the slides, or you can go to exam.net and enter the code shown. 

These examples are set up for you to experience as a student would 
The first 2 are set up for you to do without needing to install any software. They make use of a couple of exam net security settings. 
In the writing test, if you move away from the test window, or open another tab, the test will lock and ask you for an explanation before unlocking. The system records your explanation, the time you were locked out and how long you were gone. 
In the reading task, if you do similarly, they teacher will be notified, but you won’t be locked out. This can be adjusted to require the teacher to unlock.  
In both tests, the teacher is able to see this behaviour and a note is made on file.

The second 2 examples are for those who wish to experience the LDB environment after installing SEB

https://exam.net/student?code=Psm7PC
https://exam.net/student?code=CjHCyC
https://exam.net/student?code=gmpbLg
https://exam.net/student?code=8jsATS


1. BYOD policy and agreement
2. Assessment preparation module (H5P) - install and test Safe Exam Browser
3. Practice/In-class practice tests/ test simulations
4. Single sign on and MFA authentication used
5. Tests completed in locked-down browser using Exam.net or Concerto
6. Randomised items, strict timings
7. Invigilated; support team; additional testing
8. Strict policy, conduct statement. 

Dev: Adaptive testing (R/L)

Securing our assessment
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However, what is important to take into account, is that a LDB by itself is not enough to effectively secure your assessment. You must factor in many of the other prevention and deterrent strategies and also have robust processes that support your assessment.

At UQ College, here are some of the processes that we have put in place to help secure our assessment and ensure that students are well set up for what they need to do.
We have a BYOD policy and agreement, requiring student to provide a suitable devices and sign an agreement
Students complete an assessment orientation module in the first week of their enrolment, which includes links to download, install and test software
We provide practice tests, preparation modules and in-class mock tests designed to introduce students to the test interface and to ensure they are well prepared.
For authentication, we use a SSO process with MFA
Students use SEB to complete exams via Concerto and Exam.net
Tests are built with so SR items are random and no letters assigned, timings are strict, 
All testing is invigilated and we also have a support team of staff on test days to assist students and invigilators with technical issues, in addition to backup testing days for those who cannot complete. 
And we have in place a clear policy that students are aware of, and on test days a conduct statement is read and agreed to. 

Our assessment development is currently focused on building a bank of items for adaptive testing in listening and speaking so that we can test more flexibly and limit exposure of items.
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So, how effective is a LDB combined with these measures in preventing, or reducing misconduct?

For us, it has been extremely effective.



BE Assessment 
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2022-23 Students
Test 

Sessions
Academic 

Misconduct

Total 1591 9546 3

Online 1091 6546 3

F2F 491 2946 0

Presenter Notes
Presentation Notes
Over the past 18 months alone, we’ve tested over 1500 students with a total of 9546 individual test sessions, all computer based in SEB. 

Over that time, we’ve had to investigate only 3 Academic misconduct/cheating incidents. Most were during the remote testing phase. 





Outcomes
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Understand the benefits of computer-based 
assessment in mitigating cheating and theft 
threats

Become familiar with locked-down browsers 
and what they do

Experience a test taken in a secure test 
environment

Reflect on how UQ College has implemented 
systems and processes to secure assessment.
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So reflecting on what I’ve talked about today, 

We’ve explored some of the benefits of computer-based assessment, which despite the perceived risks, actually offers many features to prevent and deter cheating and theft. 
We’ve learnt about Locked-down browsers; what they do, and the security they provide. Plus, you have links to download and try yourself.
We’ve also explored Exam.net and its features; taken a sample test, or put that aside for later
And we’ve looked at the other systems and processes that we’ve employed in addition to the LDB at UQ College to make our assessment processes scalable and robust. 

I hope that you’ve been able to take something away from today…
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